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* The SharePoint “Stack”

Application

Web server

Database

Preview of key
points

Operating system

* 4 Questions
* What types of activity
* Where are the events
* How to enable
+ Accessible to SIEM
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* What types of activity?
Ope = ng *+ Windows system security events

+ Top 12 Security Events To Monitor on Member Servers
System - hitpsjwww ltimatew

ww.ultimatewindowssecurity.com/webinars/register.aspx?id=2

* Authentication
+ SharePoint uses Windows authentication
* No “logon” event or “logon session” in SharePoint
*+ Logged to Windows security log as Event ID 4624 with Logon Type 3
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* Where are the events?
* Windows Security Log

* How to enable?
* Group Policy or auditpol
* Subcategories
+ Audit Logon
+ Audit User Account Management

Operatlng + Audit Security Group Management
System + Audit Process Creation

* Audit Policy Change

+ Audit Authentication Policy Change
+ Audit Authorization Policy Change

* Audit Security State Change

* Audit Security System Extension

+ Audit System Integrity

« Accessible to SIEM?
* Yes

* Must collect from each serverin farm
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* Basic understanding of HTTP
* Client request
* verbs
* Server response
+ Status codes
* URI

+ Especially parameters

+ ?param=value
Web Server * Attack methods and tactics

* http://www.sans.org/reading-
room/whitepapers/logging/detecting-attacks-web-
applications-log-files-2074

* What types of activity?
* Web page requests
+ Client
+ Server
+ URL
* Response
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* Where are the events and how to enable?

E

LI Interne
&0 [& » orua »

File View Help

Comectiom ‘
T @3 Logaing

-
Web Server e e

3 Application Pools
4[] Sites
b4 Default Web Site
- SharcPoint - 80 Log File
p-&@ SharePoint Central Ad
b &) SharePoint Web Servig | FOm3t
wic V]
T ——

Use this feature to configure how IIS logs requests on the Web server,
Onelog file per:

Site v

Select Fields

/  Directory:
[f&5ystemDrive\inetpubliogs\LogFiles]
Encoding

Q

« Accessible to SIEM?
* Yes

+ Must collect from each serverin farm
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Web Server * Catching Web Based Attacks with W3C Logs from IIS

* https://www.ultimatewindowssecurity.com/webinars/reqgister.a
spx?id=272
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* What types of activity
*+ SQL Server level security events
+ Database level security configuration changes
* Privileged user access

* Top 6 events

Data ba se . Qt’;[:))is(:j/i\;v:vw.ultimatewindowssecuritv.com/webinars/reqister.a
* Admin authority changes

* Permission changes

* Role membership

* Security setting changes

* Failed logons

+ Data exports by privileged users
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* Where are the events
* Depends on version of SQL Server
* Priorto SQL 2008

+ No true audit log
* SQL Trace

Data base + Allor nothing
+ Big performance hit
+ Tremendous noise
+ SQL Server 2008 and later
+ New SQL Audit function
+ Define exactly what to audit
* Who
+ What objects
* Which actions
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*+ SQL Server Audit allows you to track administrator, application

and user level activity across all types of objects and operations.
You can track

Data ba se * security operations involving logins, roles and permissions
* maintenance of tables, stored procedures and any other object
+ database operations like backup and restore

* Transact SQL table commands like insert, delete, update and
select

* and much more
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* How to enable

‘4= Server Audit Specification Properties ==

@ Ready

Selecta page | &5 Script + | [ Help

L General
Name: ServerAuditSpecification-20120401-161137
Audit: Audit-20120221-133203 =
Adtions:
| Audit Action Type Object Class Object Object Name Principal

D b1 |AUDIT_ CHANGE GROUR - -
atabase _—— g - - ®

A rtg-crm2 [MTGArsmaith] *3 b7 i

View connection properties

Progress

Ready
. it '
[ oK ] [ Cancel I [ Help
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* Accessible to SIEM?

* Output — 2 different formats available

* Windows event log

Data ba se + binary file format readable through a stored procedure
* 5 reasons why you shouldn‘t use the event log

+ Performance

* Security

* Stability

+ Hard to understand

+ DB admin push back
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* Binary audit log
+ Output to any folder on network
+ SIEM connector can then read it with zero-touch to production DB server
+ Hands off!
+ Fast, fast, fast
+ Binary file I/O is the fastest there is
+ No context changes flipping in and out of Windows API

Database

+ Both directions
+ LOGbinder for SQL Server to the rescue
* https://www.logbinder.com/Products/LOGbinderSQL/
* Not Monitoring SQL Server with Your SIEM is Close to
Negligent: What are Your Options?

* https://www.ultimatewindowssecurity.com/webinars/register.aspx?id=282
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* What types of activity?

* Content viewed

* Information grabs
* Documents downloaded
- : + Content modified

Appl Ication *+ Document library and list permissions changed
* SharePoint groups changed
* Administrators access granted
* Document deletion
* Export of data
* Checkin/Check out

ULTlMATE(A\ m .
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* Where are the events?
* Trapped inside SharePoint
* In the SharePoint content database
* Notin
+ Simple table
* Logfile
+ Eventlog
* Only accessible
* SharePoint admin web pages

Application

+ SharePoint server-side API
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Even if you do create an audit log report...

{23bE00ab-4773-41d4-3784-4d=848133bc] {2305 00ab-4773-41d2 8734 4dcB4BYB30c] Sie Collection

[236£00b-4773- 14/-37844d=BA8133b¢] {2266 (Cab-dT:

1d7.873d1de £ 1630¢]Sito

{230Z00ab-dT73-4 4-5T5d-45B48 133c] {2305 (Cab-4T724 10 875d4dc 248 1830¢] Size Sollection
{23b£000b 4773 412 3784 4d2B48183be] {23b5CCab 4772 41d2 8734 4dcT4818Ybc]Sire Collection

{23bE00ab-d 13410431 bd-ds848153be {2305 WWab-d 241028/ 3d-4dc tABTB:
{23b200ab-d7734144-375-4d27545 13306]{23b5(Cab-4TTZ4 1d=-675c4dcT45 1831
{236500ab-47734104-270d-4d=D40130bc] {235 00ab-dT72-+1d-07 3d-4clc T4D10.

;| Sce Collection
5ite Collection
16 Collection

[230E00ab-4773-4142-3784-4d2'3481330e] {11 2bc86-105-1399.93a0. 2e1a5dbe B} Site Lists/My Lis:
123E00ab-TT3-41 -5 5d-4ds 345 86-1024 026135 o ListaMy Lis
{2IEO0b-TTI4H d2-57 5444 BAG1330c]{H be(BE-10T4399-D3aD 261 5ube TILE) Sk Lists/My Lis.
\(230E00ab-4773-4142-373d-4dBAB133¢] {41 abcB6AT=-4399-33a0.-26135dbe TI0E) Si Lists/My Lis
[2305002b-4773-4164-3734-40:B45 1335¢]{4 1 beC86-M03-4399-3a0-2¢ 135dbe 5] Sife Lists/My Lis:

3bE00ab 773 4102 3784 4d="B481330c] {baddfi1d 7725 4a68 ac? chafds667¢E7) Sife

B o 70 B8 Docuvcnc 9 0 i) B tene Bcencos:

/mc\TcFlG'zLp’}ﬂﬂo>4gm4p\d\27’1gm4p>d 07

20"1-41.22T03.05:49 Security Group Create 741823<lus
<10 €id> 107 WBZ)w)\emxprrc\pa\m>27</pnrc\pald><
LU 193F532F-9CA 4 B5=:
EEFZEE1ABDE2</sc0ps> opzlshm)znsum
zcded-operation>

<g g

20°

1-11:39T03(560 Security Rola Jine Jpdate

2071-11:22TD3:06:08 Security Add

20111 22TI36:26 Sceurity Graup ! ' Add

20%1:11:221U3.0/:00 Secunty Group Member Add
20°1-11-22T03.07:1| Security
20°1-11:22T03.07:25 Security

arupi
<Igraupic-

AUDD S6FIEET ABDS2 ccnnas

1-11:22T3 40 35-Security Role Sinc nher

20+441-22T03 40 43 Secauity Rl Jing Sreak hsi §1E-STESEIIABAE L fscopes>

Trolsid><grincipalids 12</prinzipalid»<scope> 52 BACT-
F.xmma,nw I
TESSIDABAS ] <jcope><0nzration>ensure

A

20°1-41:22703.£0.21 Secuily Role Jing Jpdale  thi cvad<iuperalivr=
ur>Listaibly List<url> <scope>103F632=-0CAT 4ESE-
20711122703 5447 Security Role Sinc nher 44DD-£6FIEETABDIB2</5c002 >

ur>Listsily List</uil><scope>CUzb8IAE-SDIF4£AZ-
2071-11-22T03:£4{56 Security Role Sine Sreak nherA230-TDBS02:440576</520pe>

20°111.22T03£8:04 Sceurity Role Dofinition Creaie §E€645-</porm>

nzme>SomeAceass<iname <id>1073741930</ c3<perm
> sepaT<iperm>

20711122723 0407 Security Role Jefinition Madify/
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Application

How to enable?

binder

Each site collection has it's own audit policy

Audit Log Trimming

the auch: log for
P Trecunret oudh deta 18 docamont ora T schedl For bk Iog g s coPatnen bv
your server administrator. Learn mor e cbout audit lag trimming,

Documents and Items

Specify the svents that shold be audted for documents and itsms within this site collection

Lists, Libraries, and Sites

Specify the events that should be audted forfists, braries, and sies within this ste collction,

Automatically tim the audit log for this site?
O Yes & No

Gptionally, specify the number of days of audit log dats to
retain:

Optionally, specity 3 location to store sudit reports befors
log

trimming the audit
Browse

Specify the events to audit:

[~ Opening or downloading documents, viewing items in
lists, or viewing item propertiss

I Editing items
I~ Checking out or checking in iterns
™ Moving or copying items ta another location in the site

[T Delsting or restoring items

Specify the events to audit:
™ Editing content types and calumns
I” searching site content

I™ Editing users and permissions

oK | Carcel
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« Accessible to SIEM?
* No

« LOGbinder for SharePoint to the rescue

* https://www.logbinder.com/Products/LOGbinderSP/
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LOGbinder

I(Bbinder

* The SharePoint “Stack”

Application —_,
—
Waclogs I Your
, — INEY
=
Security log
Operating system

10
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LOGbinder

* The SharePoint “Stack”

Application

Web server

Database

Operating system

\

T en

W3c logs

Security log

IQ}binder

T

I (o1 " R

Your

SIEM
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* SQL and SharePoint Events show up in your SIEM within seconds

binder

4 ArcSight Comsele 5 208470 (logbinder-esmb Jsdminast] Trial license. Customer. ARST-GE, Expiration date: 2013/02/02 =&

Fle Edt View Window Tools System Heip

= BRfisdexafiwellranm] @EECS-Jyoawefa@ajieoa-jia | Hel:l |

Navigator &7 % Viewer 89 Inspect Edit ERE)

Pesseurces | Packages | Use Cases |5 Otmct Actvity Uses Detwi: Tabie | (5] Top Secuity Changes oy User | | Event npector | [3) Ruke Possbie Document Horiest,

3 Rules Cutars '] & Teble | | Atirinstes | Coneiions | Adoregaton | Ackors | Lo I

e na | _ _ :
s e | 2ofMatches: |15 b

TmeFrame: |1 | [eutes v
Agoregate cnly f these feds are unique

[ewentL.Fie Path

Arcsight Admiistration
Arcsioht Syctsm

Agoragate only f these feds areidentcal

»
@
5 7wk Log Itegity

(5] Aot Pelcy Changed for St Collection
(2] st or Lbrary Levelusk Folcy Changed
(2] Possble Tampering Warring

Passbie Document Farestng
Possble

Document Harvestog |
Possble Docment Harvmsting

= 17 St Colection Adniistrator Changes

Posabie Document Harvesting.
At Poicy Changed fur Site Coi=

(5] St Calloction Administrakor Added
(5] stee Collection Sdministrator Removed
3 Ukmate Windows Securky
-7 Unassigned

1) [5:30.25] 4 of the 121 fisids i the sincted fs

JAucit Policy Chenged for Ste Ca
Sie Callection Admnstator Adc

[evoratL rarpet User ame:
fevent1 Requectrl

[(add.. | [[Remowe |

Sunmary

Ageregaie if at least 1§ maiching condifions are found within 1~ *
Minutes AND these event fields are unique (event].File Path) =
AND these eveat filds are the same (eventl. Target User Name, .

e (] (] i) (5]

B ] x[&[=]
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SIEM Synergy Partners

These valuable partners have built support for LOGbinder into their SIEM solutions.

EventTrackery  GFJ

We have developed integrations for the SIEM solutions listed below.

ArcSIght<t  splunk>

An HP Campany

LOGbinder

Integrations by LOGbinder

Y McAfee

Iﬂ}binder
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* 5 minute setup

sg LOGEinder SQL Contiol Panel =

File Action Helo

[ Newinput | b Siart @ Stop I Kestat |3 Properties
Configure Inputs - SQL Audit Locations

5 Wontored | “olcer S0L Server
-4 Oupt v Chaudis DEV3

LOGonder Evenis
-2 Optons

LOGbinder o

|LOGbinder SOL #5 (&) Licensed for Microscft SQL 2008/2012 Erterpris=

= LOGinder SQL Control Parel =
File Action Helo
[ Newlnput | » Sart @ Stop G Kestat [ Properties
Configure Outputs.
~ & Input Enabed Name Nose Eveits  Include XML
-«n [TEY e _OGbinder SGL Event Log
i S Socim g
i LOGbrder Evens SysbgCEF
121 Uptiens Syslog Gereric
3yskg-CEF (File)
v Syslg-Gereric (File)
LOGbinder SQL de 3 Licensed for Microscft SQL 2008/2012 Enterprisz

I(I}binder

12
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SharePoint SQL Server Exchange

N

Bottom Line [Qbinder

\u/ Application audit logs
Your SIEM belong in your SIEM

« Contact sales
* https://www.logbinder.com/Form/Ask

* Download free trial, learn more
* https://www.logbinder.com/Resources/

13



