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Preview of key 
points

 The SharePoint “Stack”

 4 Questions
 What types of activity

 Where are the events

 How to enable

 Accessible to SIEM

Application

Web server

Database

Operating system

Operating 
System

 What types of activity?
 Windows system security events

 Top 12 Security Events To Monitor on Member Servers 

 https://www.ultimatewindowssecurity.com/webinars/register.aspx?id=29

 Authentication
 SharePoint uses Windows authentication

 No “logon” event or “logon session” in SharePoint

 Logged to Windows security log as Event  ID 4624 with Logon Type 3
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Operating 
System

 Where are the events?
 Windows Security Log

 How to enable?
 Group Policy or auditpol

 Subcategories
 Audit Logon

 Audit User Account Management

 Audit Security Group Management

 Audit Process Creation

 Audit Policy Change

 Audit Authentication Policy Change

 Audit Authorization Policy Change

 Audit Security State Change

 Audit Security System Extension

 Audit System Integrity

 Accessible to SIEM?
 Yes

 Must collect from each server in farm

Web Server

 Basic understanding of HTTP
 Client request

 verbs

 Server response
 Status codes

 URI
 Especially parameters

 ?param=value

 Attack methods and tactics
 http://www.sans.org/reading-

room/whitepapers/logging/detecting-attacks-web-
applications-log-files-2074

 What types of activity?
 Web page requests

 Client

 Server

 URL

 Response
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Web Server

 Where are the events and how to enable? 

 Accessible to SIEM?
 Yes

 Must collect from each server in farm

Web Server  Catching Web Based Attacks with W3C Logs from IIS
 https://www.ultimatewindowssecurity.com/webinars/register.a

spx?id=272
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Database

 What types of activity
 SQL Server level security events

 Database level security configuration changes

 Privileged user access

 Top 6 events
 https://www.ultimatewindowssecurity.com/webinars/register.a

spx?id=213

 Admin authority changes

 Permission changes

 Role membership

 Security setting changes

 Failed logons

 Data exports by privileged users

Database

 Where are the events
 Depends on version of SQL Server

 Prior to SQL 2008
 No true audit log

 SQL Trace 

 All or nothing

 Big performance hit

 Tremendous noise

 SQL Server 2008 and later
 New SQL Audit function

 Define exactly what to audit

 Who

 What objects

 Which actions
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Database

 SQL Server Audit allows you to track administrator, application 
and user level activity across all types of objects and operations. 
You can track 

 security operations involving logins, roles and permissions

 maintenance of tables, stored procedures and any other object

 database operations like backup and restore

 Transact SQL table commands like insert, delete, update and 
select

 and much more

Database

 How to enable
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Database

 Accessible to SIEM?
 Output – 2 different formats available

 Windows event log 

 binary file format readable through a stored procedure

 5 reasons why you shouldn’t use the event log
 Performance 

 Security 

 Stability

 Hard to understand

 DB admin push back

Database

 Binary audit log
 Output to any folder on network

 SIEM connector can then read it with zero-touch to production DB server

 Hands off!

 Fast, fast, fast

 Binary file I/O is the fastest there is

 No context changes flipping in and out of Windows API

 Both directions

 LOGbinder for SQL Server to the rescue

 https://www.logbinder.com/Products/LOGbinderSQL/

 Not Monitoring SQL Server with Your SIEM is Close to 
Negligent: What are Your Options? 

 https://www.ultimatewindowssecurity.com/webinars/register.aspx?id=282
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Application

 What types of activity?
 Content viewed

 Information grabs

 Documents downloaded

 Content modified

 Document library and list permissions changed

 SharePoint groups changed

 Administrators access granted

 Document deletion

 Export of data

 Check in/Check out

Application

 Where are the events?
 Trapped inside SharePoint

 In the SharePoint content database

 Not in
 Simple table

 Log file

 Event log

 Only accessible 
 SharePoint admin web pages

 SharePoint server-side API
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Application

 Even if you do create an audit log report…

Application

 How to enable?
 Each site collection has it’s own audit policy 
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Application

 Accessible to SIEM?
 No

 LOGbinder for SharePoint to the rescue
 https://www.logbinder.com/Products/LOGbinderSP/

LOGbinder

 The SharePoint “Stack”

Application

Web server

Database

Operating system

Your 
SIEM

W3c logs

Security log

?

?
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LOGbinder

 The SharePoint “Stack”

Application

Web server

Database

Operating system

Your 
SIEM

W3c logs

Security log

?

?

LOGbinder

 SQL and SharePoint Events show up in your SIEM within seconds
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LOGbinder

LOGbinder 

 5 minute setup
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Bottom Line

 Contact sales
 https://www.logbinder.com/Form/Ask

 Download free trial, learn more
 https://www.logbinder.com/Resources/


