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[l Sensitive information in SharePoint today
LIRisks of not auditing SharePoint
I Native SharePoint audit foundation
L Building on the foundation
=L.OGbinder SP
=GFI EventsManager
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Khibder Sensitive information
in SharePoint today

(I Survey results
=Sensitive information
= Current auditing
=Compliance
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Does your company have sensitive or What kind of information and processes do you have in

privileged use information in SharePoint? SharePoint? {ease choase all that apply)
) 50.0%

45.0%

40.0%

35.0%

32.9%
30.3% 28.9%
o % 22.4%
9%
200%
15.0%
100%
5.0%
00%
> o & ® &
o o & Ci
& s & &

44.7%

EYes ENo uldon'tknow

évf’
& & & &
A A A
& i
& o &
In the past 12 months how has the amount In the next 12 months are you planning to
of sensitive information on SharePoint introduce new systems that will increase the
changed? load on SharePoint?Survey
Hincreased M Decreased uiStayed the same 1don't know EYes WNo uidon't know

IO5binder 5P g =
GFIEventsManager cu rrent Aud Itl ng

Do you have an audit log or monitor security
activity of SharePoint?

EYes HWNo uldon'tknow

Do you track access to files in SharePoint? Do you audit security logs for windows?
HYes ENo uldon't know HYes ENo uldon't know
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What compliance regulations are you subject to?

H I harePoi i
(Choose all that apply) ave you evaluated your SharePoint datain

relation to compliance regulations such as

0% 18.2% PCI DSS, HIPAA, SOX, etc?
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GFl?Ebeg Risks of not auditing
SharePoint

Ll Customer information disclosure
=Liability, notification costs, loss of good will
U Trade secrets and intellectual property
LJHuman resources data
Regulatory penalties and liability
=SOX
=PCI
=HIPAA
=GLBA
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Klibider Native SharePoint
audit foundation
] Available in
=WSS 3.0
* Not exposed in the interface
=SharePoint 2007

=SharePoint Foundation
* Not exposed in the interface
=SharePoint 2010

Klibner Native SharePoint
audit foundation

L Audit policy defined at the site collection level
=Changes to audit policy
*Permission changes
=Group membership changes
*View
=Check in/out
=Delete/Update
=Schema changes
=Workflow
=Search
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Klibider Native SharePoint
audit foundation

1 Audit records written to internal table within content
database

= Inaccessible to log management solutions
= Consumes expense SQL/SharePoint storage

= Insecure to store audit logs on same system where they are
generated

[ Rudimentary Excel reports available

= Audit codes, object ID numbers, user and group ID numbers not
translated

+ Not readable or actionable
= Criteria extremely limited
L] No alerting
U Audit log purging introduced with SP2010
= No archival capability

Klibner Native SharePoint
audit foundation

Limitations in WSS and Foundation

= Audit engine present but
* Audit policy not exposed in the Ul
* No reporting
= Auditing only possible through application that
interfaces with SharePoint API
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GFIEventsManager Building on the foundatiOn
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GFIEventsManager Building on the foundation

U LOGbinder SP
= Translates SharePoint audit
records into human readable audit
trail

= Sends SharePoint audit events to | [Cibinder ;1
the Windows event log £ I-()}bln

SlEM Edition
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GFIEventsManager Take action on the data

U GFI EventsManager
= Secure log archival

- Filter on specific fields in events
+ Assign different levels of ' ‘*—4‘*—“---
importance to certain files/users | [(FGpinder
« Alerting | =\ Isbinder 51

+ Critical events can trigger
email/SMS/Network message

+ Send alerts to responsible parties
for event type

= Reporting

Export events from Event Browser
in HTML

+ Schedule reports daily, weekly,
monthly

IO 3binder -
GFIEventsManager Bottom Llne

(1 SharePoint increasingly used to store and
process sensitive information

(1 Becoming an IT audit and compliance target

J Auditing, Alerting, Reporting is a must for any
technology like SharePoint

[l SharePoint native auditing is a foundation
technology

J LOGbinder SP and GFI Events Manager build
on that foundation to provide fully managed
audit and security monitoring for SharePoint
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