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Using Splunk and LOGbinder to SREnTiedRy
Monitor SQL Server, ICbinge:
SharePoint and Exchange Audit
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* Audit 101
* SharePoint
Preview of Key " Exchange
P ) + SQL Server
oints * Getting the events out and managing audit policy
+ LOGbinder
* Making sense of the events
+ LOGbinder App for Splunk
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* Microsoft apps have audit functionality
* Wealth of information for
+ Compliance
+ Catching information theft
* Insider info grabs

* But the logs are buried inside the app
* Inaccessible to SIEMs

* And audit policy is difficult to manage
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* Webinars
+ Detecting Information Grabs of Confidential Documents in SharePoint
+ Top 20 Security Events to Monitor in SharePoint

+ SharePoint Defense-In-Depth Monitoring: What to Watch at the App, DB
and OS Level —and How?

SharePoint

* More info
+ Comparing SharePoints 4 Audit Logs for Security and SIEM Integration
+ Top 6 Security Events to Audit in SharePoint
+ SharePoint Audit Events List
* More at https://www.logbinder.com/Resources/
» And https://www.ultimatewindowssecurity.com/sharepoint
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* What types of activity?
+ Content viewed
+ Information grabs
Documents downloaded

.

Content modified

SharePoint

Document library and list permissions changed

.

SharePoint groups changed

Administrators access granted

.

Document deletion

Export of data
Check in/Check out

.
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* Where are the events?
* Trapped inside SharePoint
* In the SharePoint content database
* Notin
+ Simple table
+ Logfile
+ Eventlog
+ Only accessible
+ SharePoint admin web pages

SharePoint

+ SharePoint server-side API

uLTI MATE,/L\ Im )
\TJSE':UR‘:'IJ bmdet

.

Even if you do create an audit log report...
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* How to enable?
+ Each site collection has it's own audit policy

Audit Log Trinarni
2 i Automatically =rir the 2 dit leg for this = to?
pecty inmed ard el Al P .
Of th Curen’ auct datan 3 doc et brary - s-heclle “cr 3UdIoc TnNNa S Confiqur=d by
your server sdnnstrator, Loarn more cbout audi bg trinming, otionslly specify tre nuber of dars of auditlog cata bo
retain:

wstionzly. specify = locstior 10 store audit reports Eefors
trmmirg the cudt log;

Documcnts and Itcms Specify ths evets to cudit;
SharePoint

[T Check ng oLt or chacking ir items
™ Mowing or zopying tems to anather locatian in e site

= Delefing ar restanrg tens

Sikes

chould be s cltec For Ists, leraries, end sites nithin s ste collection
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* What can you audit?
* Privileged user activity
+ Admin audit log
+ Non-owner mailbox access
* Mailbox audit log

+ Configuration
+ Admin audit log
+ Set-AdminAuditLogConfig -AdminAuditLogEnabled strue -
AdminAuditLogCmdlets *
-AdminAuditLogParameters *
* Mailbox audit
* Must turn on auditing on each mailbox individually

7/16/2015
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* Where are the logs?
+ System mailbox for admin audit log
* Inside each user’s mailbox

* How do you access the logs?
* Run reports interactively from the Exchange Control Panel
*+ Request reports via PowerShell to be delivered by email
* There is no log file to monitor
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* Webinars
+ Managing Mailbox Audit Policy in Exchange 2013
» Detecting Non-Owner Mailbox Access with Exchange Mailbox Auditing

+ Understanding Exchange 2010 Audit Logging

* More info
+ Comparing Exchanges 3 Audit Logs for Security and SIEM Integration
» Exchange Audit Events List
* More at https://www.logbinder.com/Resources/

» And https://www.ultimatewindowssecurity.com/exchange

7/16/2015
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» Added in SQL 2008

* SQL Server Audit allows you to track administrator, application and
user level activity across all types of objects and operations. You can
track

* security operations involving logins, roles and permissions

+ maintenance of tables, stored procedures and any other object

+ database operations like backup and restore

+ Transact SQL table commands like insert, delete, update and select
+ and much more
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View connection properties
Progress
Ready

s Sever Audit Specification Properties =8 =R ==
 Resdy
Select a page 5 Script + | [7y Help
4 General
Name: ServerAuditSpecification-20120401 161137
Budit Audit-20120221-132203 =
Actions:
Audic Action Type ObjectClass  Object  Object Name. Principsl
[» 1 [AUDIT_CHANGE GROUP - -
e 2 |[DATABASE CHANGE_GROUP = =
B mig-crm2 [MTGhrsmith] | #3 = >

ok || concel |[ hep

l
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L2 Database Audit Specification Properties =8 =R =
@ Ready
Selectapage Bscipt + [P Help
| General
Name: DatabaseAuditSpecification-20120401-161525
Audit: Audit-20120221-133203 -
Actions:
Audit Action Type Object Class Object Object Name Principal  *
» 01 |DATABASE_OBJECT_ACCESS_GROUP - - ]
12 |DATABASE_ROLE MEMBER_CHANGE G |~ - )
03 |BACKUP_RESTORE_GROUP - - 3
Connection 04 |DBCC GROUP = = (]
2% mtg-crm2 [MTG\rsmith] 05 |DATABASE_PERMISSION_CHANGE_GRO... [+ -
16 | DATABASE_OBJECT_PERMISSION CHA... |- -
View connection properties
17 | DATABASE_CHANGE_GROUP - =
deoges 08 |DATABASE_OBIECT_CHANGE_GROUP - =
Ready qu DATABASE PRINCIPAL CHANGE GROUP [~ - ] A
« m '
ok | [ Ganect ] [ Help
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*+ SQL Audit can send logs
* To a binary log file elsewhere on network
+ Directly to local Windows Security Log

* Here’s why that doesn’t work for enterprise log management
* Performance
+ Stability
* Security
+ Agent

+ SQL Audit binary logs
* Fast
+ Agentless
* Secure
+ Stable
+ DB admins much happier

* But how do you read binary audit logs into your SIEM?
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* Webinars
* Top 6 Security Events to Monitor in SOL Server
+ Not Monitoring SQL Server with Your SIEM is Close to Negligent: What
are Your Options?

* More info
» Comparison: SOL Server Audit and SOL Trace
+ More at https://www.logbinder.com/Resources
+ And https://www.ultimatewindowssecurity.com/sglserver

ULTIMATE |\
(4
\T/SEI:URWY
caoMm

Getting the
Logs Out

mbinder

* Getting these logs out of SQL Server, Exchange and SharePoint is
difficult

* Cryptic
* Require enrichment
* Methods are weird and complex

7/16/2015
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SharePoint SQL Server Exchange

Getting the q‘\}l \w
LOgS Out [Cybinder

\"/ Application audit logs

) belong in your SIEM
splunk>
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* 5 minutes to install

+ Configure input
+ SQL Servers to monitor

LO G b . d ur Inputs - SharePuint Sita Collactions
Inaer * Exchange environment URLs :-, B )
. L T T i st ver
* SharePoint farms ol R D s Ssta
+ Configure output g T =

* Log format
+ Destination path or [P address |

* Done!

10
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LOGbinder + Audit policy managed for you

+ SharePoint site collections
+ SQL Audit Policy Wizard
+ Exchange mailbox audit policy controlled by group or OU
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* Not a SIEM

* But
* Easy
* Fun
* Powerful
* Free
+ oo MB aday
* No alerting and other “enterprise” features

* Splunk Light
+ Affordable for SMBs

* Splunk Enterprise
+ Expensive; price by GB indexed per day

* The secret to making Splunk affordable
* Filtering out the noise

11
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* Teaches Splunk how to understand audit logs from

LOGbinder * SharePoint

+ SQL Server
App for Splunk * Exchange
* Delivered by LOGbinder

* Includes
+ 4 Dashboards
* 30+ Reports
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* Install LOGbinder
+ Configure output to shared folder
* Getting started guides: https://www.logbinder.com/Resources/

* Install Splunk
* http://www.splunk.com/en_us/download/splunk-enterprise.html

* Install LOGbinder App for Splunk
+ LOGbinder for Splunk Beta

+ Configure Splunk to consume logs in shared folder
De ployme nt Files & directories

Data inputs » Files & directaries

=]
Showing | 9 of 9 frems
Ful path w0 your data = Set host £ Source type * Set the destination index ¢
S5P1UNKL IOWM\erehspliink version Conetart Valie spluni_version _invemnal
$51°LUNK HUI Gorrstart Velue Aulomal mirospesiu
SSPLUNK_HO! k Conctart Value Actomatic _imernal
SSPLUNKL 0] lunk ctart Val Avtomatiz dstauit

5P UK 0 Munk, srash_new stash_new e

SWIRDINY

loginder:

Iogbinder

Toneiant Vate, Togander sysiog Inghinder
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+ Don't be blind to what’s happening inside your most important
applications

+ SQL, SharePoint and Exchange audit logs are important

+ LOGbinder bridges the gap and brings application security intelligence
to your SIEM

: « If you can't afford a SIEM, try Splunk Free or Splunk Light
Bottom line ! yop P

* If you already have and love Splunk

* Get the LOGbinder App for Splunk

* Monitor and respond to security events inside your apps

+ Correlate application security intelligence with all the other security
intelligence in your enterprise

+ Comply and stop attacks and info grabs

13
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SIEM Synergy Partners

logpoint o3 wings 7 :3LogRhythmr
Eventlrackery  GFF U McAfee
RSA

LOGbinder

Integrations by LOGbinder

‘We have developed integrations for the SIEM solutions listed below.

ArcSight<C  splunk>

‘An HP Company
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