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U Does SharePoint have an audit log?
— O Which versions/editions?

U How do you enable auditing?
= O What events/activity does it allow you to
audit?
= U Where is the log stored?
O How do you view the log?

U What's wrong with the SharePoint audit
log?
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QWindows SharePoint Services
= No interface or command line utility
= Script the SharePoint object model
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et Which versions/editions?
-y e l 7
QVersion
— = 3.0/2007
QEditions -
= = Windows SharePoint Services 3.0
= Office SharePoint Server 2007 for Search
k= = Office Forms Server 2007
= Office SharePoint Server 2007 Standard
» Office SharePoint Server 2007 Enterprise
= Office SharePoint Server 2007 for Internet —
Sites
EventTracker ¥ dO bl d- t- o)
[Bobindes 57 you enable auditing:




U Office SharePoint Services

= Sjte Collection Administration \ Site collection
audit settings

_ Horrm ‘Welcome SCMESF\administratoe = | My She | Mylris = | @ |
g4l Home
BN Vocuact Canter = Wess - Ruporty  Sawch  She m
Heme > Bte Settings > Canfigure Audit Settings
Configure Audit Settings
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~ USharePoint content database in SQL
= Server

= “audit event entries ... are stored with all other
= content such as list items, documents...” -
TechNet

Tables in SharePoint content SQL database

UNot designed for direct access
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‘~ How do you view the log?

UWindows SharePoint Services
= No interface or command line utility
= Script the SharePoint object model
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~ QOffice I ——
h SharePOInt Vi?w-Auditinngf:::Ttih'“nw. -
Server ‘ =
= = Handful of
rudimentary
- Excel reports
= Cryptic
= Essentially
broken o - | =
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W Content Modification
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1 Sdeld  Remid  Mem Type Usir la “Machine ‘lenhn! FDocumart Luullml’DccullrJ(uM')
2 eTHE2CL SddbA396- Dacusant SHAREPT ListsMWork URL
3 3eTHE2C-L 29450076 Dacusant SHAREPT ListsMorkURL
4 GeTHE2CL B3 0 Lint ACMESR, Lista/Links URL
5 38THE20-L 44435828 Dacumant ACMESR, EHM Libra URL
6 38THE2L cOSEI0-E em ACMESP, Cacka ProURL
7 aTHE2eL COSEI0-E em ACMESP, Cacha Pro URL

- B 3THEe.£ 475064k Dacumant ACMESP, EHM Libra URL
9 IeThElcL 2TEE At Dacumant ACMEEP, EHM Libra URL
10 3eT8E2cf caaTMleAFolder  ACMEEP, DocsPagiURL
11 TPl BT List SHAREFT ListsiTask URL
12| TPl BT List SHAREFT ListsiTask URL
13 TPl MBI List SHAREFT ListsiTask URL
14 TPl HTMBTE List SHAREFT ListsiTask URL
15 TTRA20CTMBTS List SHAREFT ListsiTask URL
16 TPl HTMBTE List SHAREFT ListsiTask URL
17 RIGCCIRITD T SHAREPC Long FunmURL

- 18 TePeiic € cadesiZe- Rem SHAREET Long FunmURL
18 B ol Lraden0Zb: Documant SHAREPC | — T
0 I AT SHAREPC Long Funa URL
21 TRl Al SHAREFC Long Funa URL
72 BT adenln SHARERT Lo Runs URL
T SHARERC Long Funa R
24 PR 51 DABAEIF ok ACMESS, Ouemart: UL
25 PR EA5THF Docummant ACMESS EHM Libra LR
2 STAD L TedT I Dscumant SHARERC Lintaark URL
27 | ATRE2CL 05 187be- Docummart SHAREPC Long RuraURL
2 ATREXLNEIaThe- lem  SHAREPC
25 ATRECLhE1aThe- lam  SHAREPC
30 TR EIOMETSH D ummant SHARERC -
31 ATRE2C-LAN 347267 Docurrant ACMESP, FinancislRt URL
32 ATEE2C-LAN 0767 Docurrant ACMESP, FinancislRt URL
33 36THE2C-L4N 347267 Dacusant ACMESP, Financislit URL
34 36THE2C-LN 347267 Dacusant ACMESP, Financislit URL
35 38THE2C-L4N 347267 Dacusant ACMESR, FinancislRt URL
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20081222723 41:11 Update
2008-12.25T14 58 43 Update
200805-11T18.17:44 Update
200906-29T19.30:42 Copy
20081222723 3419 Update
2008 12.25T00 40 X2 Update
20081222712 0904 Update
012 2T1446:£2 Updala
012 2T1446:£3 Updala
0000104701065 Updata
00141 802 Updata
F00901.04T01: 12100 Updata
04T 1281 Updata
LU0 5 5 Updale
LU 5 5 Updals
0-LUTO0 5.5 Updale
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20080507T14 24103 Move
20080507714 24 30 Check In

K L ] ]
Custom ExEvert Sou Source N Event Dt
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U Custom
= Report
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'Run a custom report - Customize
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e 0w do you configure alerts?
UNo support

e

=
==
=
EventTracker IREatiyou direct the audit log to your
[(biner e log management application?
~ UNo, the SharePoint audit log is trapped in
= the SharePoint content database B
=
=
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~ 1. Events are unreadable
[~ 2. No way to access auditing in WSS
k. 3. No scheduled pruning

4. Stored in content DB

= no way to collect to central, secure log
archive

5. No alerting
6. No usable reporting =
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roblems solved by

apP

B I(Bbinder SP 1
P DWIth www.logbinder.com
EventTracker 4
www.prlsmmlcrosys.com -
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[Fbinder 57 i Problem Solved

Microsoft Office

P

15 In . X
== | CdSharePoint .
/ IO binder SP
Audit 1
h Log L
S T

EventTracker j P ey

Active Directory, Servers, Unix,
Firewalls, Databases, Applications

www.prismmicrosys.com
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UGets the audit log out of SharePoint
content DB

UANd into the Windows event log
= Makes the log accessible to log

==
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management/SEM solutions like EventTracker
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~ UTranslates Turn this...
[ eventsinto  TLprEeRTpaitie i
i - e - [ty
something you &=z R

= canread and '
use Into this ...

Permissions removed

== Occurred: 2/23/2009 11:59:43 PM
Site: hitp://shpt

User: ACMESP\administrator

Subtype: n/a

URL: /Projects/invisiRay

Title: InvisiRay Project

Description: Confidential project plans for InvisiRay
User/Group

Name: Duncan O Neill

Type: User

EventTracker § i
IBbinder 57 LOG
UPrunes the SharePoint audit log as events

exported to Windows event log

» Prevents wasted consumption of expensive
i1 SQL DB storage

==
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central, secure log archive
2. Events are unreadable
3. No alerting
4. No way to access auditing in WSS
5. No scheduled pruning

EventTracker g
s LOGbinde
QUnintrusive

= Does not require local admin

= Does not modify SharePoint in anyway
» Separate, discreet service

= Very small < 1MB
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EOGbinder SP solves SharePoint
Audit Problems

1. Stored in content DB, no way to collect to
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(Bibindec <P EventTracker
e~ I . = s | 2
 UProvides centralized log collection and
[~ management
= Alerting =
— * Pre-built alerts for SharePoint events from
LOGbinder SP
" Reporting
* Pre-built reports for SharePoint events from
LOGbinder SP
= Search
» Secure, long term, efficient archival =
EventTracker % ‘¥
Bobinies 5° Problem Solved

i P

i = . /\‘
== | CjdSharePoint i
/ IO sbinder SP
Audit A
- L

/‘ Windows Event Log

EventTracker j P

. . Active Directory, Servers, Unix,
Www.prismmicrosys.com Firewalls, Databases, Applications

. . Central, S
Alerting Reporting

Microsoft Office
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[ binder SP solves SharePoint Audit Problems

L.OGbinder SP with EventTracker
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1. Events are unreadable
2. No way to access auditing in WSS
3. No scheduled pruning

4. Stored in content DB

= no way to collect to central, secure log
archive

5. No alerting
6. No usable reporting =

9 Monterey
nology Group Inc.

EventTracker § LOGbinder SP with EventTracker
IQhbinder 5P it solves SharePoint Audit Problems

<

l

i
A

1. Everits are unreadable
2. No way to access auditing in WSS
3. No scheduled pruning

4. Stored in content DB

= no way to collect to central, secure log
archive

5. No alerting
6. No usable reporting =
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L.OGbinder SP with EventTracker
solves SharePoint Audit Problems

g1l fs are unreadable
= 2. 9" Way to access auditing in WSS
k. 3. No scheduled pruning

4. Stored in content DB

= no way to collect to central, secure log
archive

5. No alerting
6. No usable reporting =

lonterey
nology Group Inc.

EventTracker § LOGbinder SP with EventTracker
IQhbinder 5P solves SharePoint Audit Problems

g 1. able

I ?M%ay to access auditing in WSS
o !

L 3. CNI’}) scheduled pruning

4. Stored in content DB

= no way to collect to central, secure log
archive

l

5. No alerting

6. No usable reporting =
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L.OGbinder SP with EventTracker
solves SharePoint Audit Problems

g1l fs are unreadable
A N%V\Z\Aay to access auditing in WSS
= 3 W})‘Ischeduled pruning

4.5‘5‘t€ﬁéd in content DB

= no way to collect to central, secure log
archive

5. No alerting

6. No usable reporting =

9 Monterey
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EventTracker § LOGbinder SP with EventTracker
IQhbinder 5P solves SharePoint Audit Problems

1. able
I ?M%ay to access auditing in WSS
L 3. cni\‘l’})qgcheduled pruning

4.5‘6‘tﬂﬁéd in content DB

= no way to collect to central, secure log
eag(chlve

N6 alerting

6. No usable reporting =
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1. fs are unreadable
o ?N%VS\Aay to access auditing in WSS
= 3 W})‘Igcheduled pruning
4.5‘5‘t€)‘7%d in content DB

* no way to collect to central, secure log
ke eaa;chlve.:
5°No erting
e :
6.995 Usable reporting
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~ UDownload QDownload

[~ LOGbinder SP EventTracker
QVisit QVisit

e WWW.I.(TJbinder.com WWW.prismmicrosys.com

=
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| L.OGbinder SP with EventTracker
. solves SharePoint Audit Problems

17



